


Social media guidance
1. Scope

1.1 This guidance applies to all employees of the council including school based employees where it has 
been adopted by the respective school governing body.  These individuals are collectively referred to 
as ‘employees’ in this guidance.

1.2 The guidance cannot cover all eventualities and, staff members should consult their line manager if they 
are in any way unsure about what is, and is not, acceptable use of social media.

2. Background

2.1 The council supports employee use of the internet, as detailed in the Policy and Guidelines on the  
use of the Internet. This guidance provides advice for managers and employees in the use of social 
media, both for personal and, where permitted, professional use. 

2.2 The popularity of social media over recent years opens up new opportunities for contact and com-
munication.  With the opportunities there are however pitfalls which give rise for the need to ensure 
robust procedures and governance are in place to minimise the risk to the council and its employees.

3.	 Definitions

3.1 ‘Social media’ is the term commonly given to websites and online tools which allow users to gen-
erate their own media and interact with each other in some way – by sharing information, opinions, 
knowledge and interests.  As the name implies, social media involves the building of communities or 
networks, encouraging participation and engagement.

3.2  Social media includes, but is not limited to: blogs; wikis; social networking sites such as Facebook and 
LinkedIn; micro blogs such as Twitter; photo sharing sites such as Flickr; and video sharing sites such as 
YouTube. 
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3.3  For convenience this guidance will use the term ‘social media’ throughout.  All employees should un-
derstand that information shared through social media, even if it is in their own private social media 
space, may be subject to council policies, copyright, data protection and other legislation. 

3.4   Access to social media during work time for personal use is not permitted. 

4.	 Statement

4.1  Explaining what we do, how we do it, and why we do it is already embedded in how we communicate 
with citizens. Social media by its very nature adds a further level of transparency and accountability to 
the public.

4.2 Social media allows residents and customers to input into decisions, to challenge them and for replies 
to be broadcast to many rather than to one individual. Organisations can hear direct from those 
affected by decisions, the positive and negative, and explain and/or defend decisions in response to 
questions or concerns raised.

4.3  This guidance applies to online participation in social media and sets out the standards of behaviour 
expected as an employee of the council. 

5	 Corporate	requirements

•	 Maximising Our Potential 
•	 Supporting Vulnerable People, Reducing Inequalities 
•	 Reducing Costs, Raising Performance 

6	 Development	including	consultation

•	 Customer Strategy and Digital Services
•	 Human Resources
•	 Legal and Democratic Services
•	 Audit

7	 Links	with	other	policies

7.1 Misuse of social media is taken very seriously.  Any misuse can result in action being taken under the 
Council’s Disciplinary Policy which can result in dismissal. It is important to be aware as an employee 
that posting information about the council cannot be isolated from working life.  Any information 
published online can be accessed around the world within seconds and will be publicly available for all 
to see.
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7.2 As an employee, you must know and adhere to the following council policies:
a. Use of Internet Policy (Q1), 
b. Use of Electronic Mail Policy (Q2), 
c. Disciplinary Policy (G1) 
d. Code of Conduct for Employees Policy (G4) 
e. Harassment/ Bullying Policy and Procedure (O2) 
f. Equality in Employment Policy Guidelines (O1) and any other council policies that is applicable.

	 You	should	consult	your	manager	in	the	first	instance	should	you	have	any	queries	on	the	above	pol-
icies where required.

8	 Monitoring	the	use	of	social	media

8.1 The council has systems in place to enable it to monitor all discussions and comments made about 
the council or related subjects on social media sites.  

8.2 Employees need to be aware that these monitoring and review tools are used on a daily basis and 
enable	the	council	to	see	online	conversations	on	both	professional	and	private	profiles	that	are	open	
to the public. Regular audits on the use and application of social media on the council network are 
also undertaken.

9	 Evaluation

9.1 There is more value to be gained from engaging in the social media conversation than not, whether 
aiming for cheaper, more personalised service delivery or behaviour change. Being present in the 
conversation means engaging and a core part of any good conversation is listening. We want to play 
an	active	part	in	the	social	media	conversation	and	all	the	benefits	it	brings.	However,	this	does	not	
mean we need to answer all the queries and questions directed to us via social media.

9.2 Guidance on what and how to respond through social media is provided in Appendix 2.

9.3 The services and information that we offer exists alongside a network of organisations, such as Not-
For-Profit,	Non-Government	Organisations	and	others,	many	of	whom	have	digital	and	social	media	
presences that users can be redirected to for information and assistance. By working with these 
orginisations and sharing messages, social media can build communities and assist to better serve the 
public. 

10	 References

	 Social	Media	Guidance	for	Civil	Servants	Cabinet	Office	
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Appendix	1

1	 Responsibilities	of	Managers

1.1` It is only with the express prior permission of your Head of Service and Director that the use of 
social media will form part of an employees’ role and the manager must agree in advance the scope, 
context and timings of its use. Permission must be provided in writing in advance of any use, clearly 
detailing the reasons for access and if granted, the standards of behaviour expected from staff.  

1.2		 Managers	must	bear	in	mind	concerns	about	impartiality,	confidentiality,	conflicts	of	interest	or	com-
mercial sensitivity. In some cases individuals may be dealing with matters which are so sensitive that 
rules may have to be set on what they can and cannot talk about on personal social media accounts. 

1.3   If an employee requests guidance on the use of social media and the manager is unsure they should 
seek advice from customer strategy and digital services and/or human resources.

2	 Responsibilities	of	Employees	

2.1  It is the responsibility of employees to ensure that their use of social media whether in a professional 
or a personal capacity is in accordance with this guidance and other relevant council policies.  Any use 
of social media that amounts to a breach of these policies could result in action being taken under the 
council’s Disciplinary Policy.  

2.2		 Do	not	utilise	social	media	to	reveal	sensitive	or	confidential	information	you	have	obtained	at	work.	
This might include aspects of council policy, details relating to council customers or details of internal 
council discussions.  

2.3   Do not utilise social media to make offensive or inappropriate comments about a colleague, customer 
or the council or otherwise undertake acts that could be interpreted as harassment or bullying of 
others. 

2.4  Do not utilise social media to discriminate, directly or indirectly, harass or victimise other employees 
of the council, members of the public, or any outside parties with whom the council conducts its 
business.  

2.6  Remember that if you break the law in your use of social media, (for example by posting something 
defamatory), you will be personally responsible. The council may also be held responsible for the acts 
of its employees whilst working in the council.
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2.7  It is not advisable to invite customers/clients to become your friends on social networking sites. There 
may	be	a	conflict	of	interest,	security	and	privacy	issues.	

2.8  You must not invite elected Members to be your friends on social networking sites nor should you 
accept invitations from them to be their friend or make postings on their blog. The code of conduct 
for employees makes it clear that close personal familiarity between employees and elected Members 
is to be avoided.

2.9   You are not permitted to access restricted social media sites for example Facebook, Twitter and You-
Tube from a council computer either at work or at home without the prior approval of your Head of 
Service/Director. You must complete a social media access request form and this must be authorised 
by your line manager before your Head of Service and Director.

2.10		 All	individuals	working	on	behalf	of	the	council	are	bound	by	a	duty	of	confidentiality	to	protect	the	
confidential	information	they	have	access	to	during	the	course	of	their	work.	Disclosure	of	confiden-
tial information on social media, or by any other means, is very likely to be a breach of the council’s 
code of conduct for employees and, in certain circumstances, may also be a breach of the general law.

3	 Using	social	media	in	a	professional	capacity

3.1 These principles apply to your online participation and set out the standards of behaviour expected 
as an employee of the council. Remember, you should participate in the same way as you would with 
other media or public forums such as giving presentations. 

3.2  Be aware, it is your responsibility to understand what permissions you have and for what purpose you 
are allowed to access social media. If you have been allowed access to restricted social network sites, 
ensure you do not log in using a personal account.

3.3  If your manager allows you to use professional and work related sites such as knowledge sharing hubs 
and forums, or you have been granted access to use social media in a professional capacity you must 
comply with the following:

•	 Be professional; remember that you are an ambassador for the council.  Wherever possible, dis-
close your position as a representative of your directorate, department or team. Anything you 
publish	will	reflect	directly	on	the	council	as	a	whole.

•	 Be responsible, be honest at all times and when you gain insight; share it with others where ap-
propriate.

•	 Be credible, be accurate, fair and thorough and make sure you are doing the right thing.
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•	 Be	safe,	never	give	out	personal	details	like	home	address	and	phone	numbers,	or	any	financial	
details or bank account numbers.

3.4 Try to add value and provide worthwhile information and perspective. East Riding of Yorkshire Coun-
cil’s	reputation	is	best	represented	by	its	employes	and	what	you	publish	may	reflect	on	the	council’s	
reputation. 

3.5  Forums often have open access with limited security, and information you divulge or share about 
yourself as an individual or as an employee of the council can be used by others to manipulate or mis-
interpret this information to the detriment of you or the council.  Always take this into consideration 
before you share information. 

3.6 Facebook 

 Facebook is a free social networking site that allows people to connect with their selected network of 
‘friends’.	There	are	multiple	ways	to	interact	-	chat,	email,	photo,	video,	file-sharing,	blogging,	common	
interest groups and more. Pages can be searched for by anyone, but to have full access you may have 
to ‘like’ the page, request to join or request to be a friend. You can also be asked to join or be sent a 
‘friend’ request.

 If you have been granted access to Facebook for work do not log in with a personal account. You 
cannot control the posts your friends create and could contravene the internet policy.  You can view 
Facebook content without being logged in.

3.7 Twitter

 Twitter instantly connects people everywhere to what’s most meaningful to them.  Any registered 
user can send a tweet, which is a message of 140 characters or less that is public by default and can 
include other content like photos, videos, and links to other websites. You can view twitter feeds 
without being logged in. 

3.8 YouTube

 YouTube allows billions of people to discover, watch and share originally-created videos. YouTube 
provides a forum for people to connect, inform, and inspire others across the globe and acts as a 
distribution platform for original content creators and advertisers large and small. To help avoid any 
inappropriate content, enable safety mode.  
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4	 What	Social	Media	platform	to	use?

4.1  Twitter is used as a micro blogging service, and can be used to promote activities, raise awareness 
and engage with customers. Facebook is a social networking site and enables further details and more 
in-depth promotion and discussions. YouTube enables videos to be uploaded to the internet, these 
videos can be embedded into any website and they will play on any device used to view it (desktop 
PC, mobile phone or tablet).

4.2	 	The	quality	of	interaction	and	audience	demographics	should	influence	your	choice	of	social	media	
channels. Knowing who is using different channels and for what will determine how best to engage 
with your target audience. Sticking to the channels the majority of your audience use will save time, 
resource and money. Contact the customer strategy and digital services team for more information 
and guidance. The platforms used by the council initially are Facebook, Twitter and YouTube however 
social media is developing rapidly and we need to keep abreast of newly emerging channels and use 
them when their features make them most appropriate or where they allow us to communicate with 
key customer or business groups.

4.3 The purpose and outcomes of using social media need to be fully understood. Think through why you 
are deploying social media and what outcome you wish to achieve. For example, if you are inviting 
public	responses	then	think	through	how	you	will	make	use	of	the	results	and	how	this	fits	in	with	
other forms of consultation.  Ask yourself, is social media appropriate for this activity? How will you 
measure changes and improvements through the introduction of social media? Whenever possible we 
want to encourage customers to self serve using the web and other digital channels. Do you have the 
relevant website content and electronic forms in place for this to be achieved?

4.4	 Any	risks	need	to	be	assessed.	Potential	risks	should	be	identified	and	plans	put	in	place	to	manage	
and mitigate these.

4.5	 Understand	and	respect	your	target	audience.	Think	about	their	specific	needs	and	be	aware	of	any	
language, cultural or other sensitivities you may need to consider.

4.6 Social media is about the social connections and conversations we have with our customers, peers 
and friends. To gain the maximum value from these tools, we want to foster relationships and there-
fore acknowledge and understand the commitment and investment of time in building and developing 
sustainable online relationships with people. The customer strategy and digital services team will be 
responsible for social media engagement to create those relationships.
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Appendix	2

1	 Participation	on	corporate	social	media	accounts

1.1	 If	 you	are	given	permission	 to	engage	on	social	media	 through	an	official	East	Riding	of	Yorkshire	
Council account or participate on professional forums in addition to the above, you must adhere to 
the guidelines below.

•	 You must show proper consideration for others’ privacy and for topics that may be considered 
objectionable	or	inflammatory	-	such	as	politics	and	religion.

•	 Respect others. Do not engage in harassing or bullying forms of behaviour.
•	 All members of the local community, customers and other employees have a right to be treated 

with fairness and equity. 
•	 Treat	other	users	with	courtesy,	be	the	first	to	correct	your	own	mistakes,	and	do	not	alter	pre-

vious posts without indicating that you have done so. 
•	 Seek permission to publish any information, report or conversation that is not already in the 

public domain. Do not cite or reference customers, partners or suppliers without their approval.
•	 Respect copyright when linking to images or other online material.
•	 Always	stay	within	the	legal	framework	and	be	aware	that	data	protection	and	financial	regulations	

apply.

1.2	 How	to	respond	to	content	on	East	Riding	Council	social	media	accounts?

 Things to remember:
•	  Do not open a channel of communication you cannot maintain.
•	 Understand	when	a	conversation	should	be	taken	offline.
•	 Do	not	engage	with	users	who	are	aggressive/abusive	(follow	when	to	respond	flow	chart).

2 Language 

2.1  Abbreviations are acceptable but not ‘text speak’, the response may be useful to all followers so it 
needs to be comprehensible to all. Capital letters should be used for proper nouns. Check spelling 
and grammar before any posting. All rules of accessibility and plain English should apply.

 Avoid: 
•	 Anything you wouldn’t be happy to see on our corporate website
•	 Speculation, keep to facts
•	 Check with the service any information you want to post/tweet is accurate. Social media should 

be a reliable source of information.
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2.2 Responding to:

 Tweets – you will need to be succinct in your reply as you only have 140 characters and you will need 
to quote the user name. Although you are replying to an individual everyone will see your response, 
keep it conversational and friendly but professional. Twitter has a direct message service that allows 
conversations to be taken out of the public view. Direct messaging (DM) should be utilised for any 
sensitive issues or when personal information needs to be taken.

 Facebook – customers can provide more details and may send lengthy correspondence. To respond 
follow the relevant process map.

 YouTube – the East Riding of Yorkshire Council has a YouTube channel however comments will not be 
enabled.

3	 Considerations	before	using	retweets,	likes,	favourites	and	hashtags

3.1 You must adhere to the employee code of conduct, and remain impartial and politically neutral. 

3.2	 Community	groups,	non-profit	organisations	and	partners	may	have	events	and	information	that	can	
be promoted, be mindful of pushing out too much information, look to the schedule and check we are 
not inundating people.

4	 Freedom	of	Information

4.1 The Freedom of Information Act 2000 (FOI) came into force in January 2005 and allows members of 
the public to request access to information which is not already available to the public. Social media 
may be used to request information under the Freedom of Information Act.  

4.2 A request has to be writing and this can be by email, letter or via social media. Forward any requests 
to: foi@eastriding.gov.uk.  All requests under the FOI Act must be responded to within a limited 
timescale. Please ensure any requests are forwarded to the email above as soon as possible.
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5	 When	to	respond?	

5.1 Some people will understandably post negative comments online when they are frustrated or angry 
with	the	council,	but	they	don’t	always	have	a	specific	issue	you	can	help	with	and	responding	may	
only	inflame	the	situation.	Use	your	judgement	about	whether	someone	genuinely	wants	to	talk	and	
whether you can do anything to help.
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Appendix	3

These user content rules will be linked from our social media accounts so people who want to post 
content are clear on acceptable content.

User	content	rules

You can share your own comments on this web site. If you’d like to post your own content on this site, 
please follow these rules: 

1. Respect other users
 

We want to promote active debate on this site, so we encourage you to share your point of view. 
We don’t expect you to agree with other users (unless you want to), but we do expect you to 
write your comments in a respectful way. Please don’t make personal, aggressive or hateful com-
ments about other users. If your content is offensive to someone, we may have to remove your 
comments from our site. We want to avoid this, as it stops you from sharing your views. Offensive 
comments include racist or homophobic remarks (and other discriminatory comments), harass-
ment and abuse.

2. Avoid offensive language
 

Do not use swear words and other offensive language. Lots of different people live in the East 
Riding, and different things are acceptable to different people. If you think there’s a possibility that 
someone may be offended by your comments, re-write your content in a more sensitive way.

3. Don’t break the law
 

Remember that you are legally responsible for what you do or say online. Please don’t use this 
site to encourage anyone to break the law, or to make libellous or defamatory remarks (unfair 
comments that can damage someone else’s reputation). If you do, then you could be held account-
able	for	this	in	a	court	of	law.	You	must	not	write	anything	which	could	influence	the	outcome	of	
a current court case. If you do, you could be held in contempt of court.

4. Don’t link to inappropriate sites
 

In some parts of this site, we allow users to add links to other web sites. Please only add a link 
to your content if the information is relevant to the subject you’re discussing. If you link to a site 
that includes inappropriate content, or that isn’t relevant to other users, your information may 
be removed. 

5. Don’t add commercial content
 

This web site is administered by East Riding of Yorkshire Council. As we are a public organisation, 
we don’t feature any commercial content on this site. Please don’t add content in an attempt to 
gain commercial advantage by promoting your business. Community groups, volunteers and not-
for-profit	organisations	are	welcome	to	share	information	about	their	service.
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What	is	social	media?
Social media’ is the term commonly 
given to websites and online tools 
which allow users to generate their 
own media and interact with each 
other in some way.

Social media guidance on a page
Can	I	access	social	media	at	work?
You are not permitted to access re-
stricted social media sites for example 
Facebook, Twitter and YouTube from a 
council computer either at work or at 

home without the prior approval of your 
Head of Service/Director.  Contact the team 
at social.media@eastriding.gov.uk for advice.

1
Friends	with	customer/Members?
It is not advisable to become friends 
with customer/clients on social net-
working sites. The Code of Conduct 
for Employees makes it clear that 

close personal familiarity between elected 
Members	and	officers	is	to	be	avoided.

Do	you	want	to	post	to	the	cor-
porate	social	media	accounts?
The customer strategy and digital 
services team will be responsible for 
social media engagement. Initially Twit-

ter, Facebook and YouTube will be used, if 
you wish to publish content consider what 
platform to use. Also consider how social 
media will encourage your customers to 
self-serve using the web and other digital 
channels, ensure you have the relevant 
website content and electronic forms in 
place for this to be achieved. Contact the 
team at social.media@eastriding.gov.uk for 
advice.

Using	social	media	for	work?
You should participate in the same 
way as you would with other media or 
public forums such as giving presenta-
tions.

•	 Be aware; understand what permissions 
and for what purpose you are allowed to 
access social media. Do not log in to so-
cial media using a personal account, you 
cannot control the content of others 
and may contravene the Internet Policy. 

•	 Be professional; remember that you are 
an ambassador for the council. Anything 
you	publish	will	reflect	directly	on	the	
council as a whole.

•	 Be responsible; be honest at all times 
and when you gain insight; share it with 
others where appropriate.

•	 Be credible; be accurate, fair and thor-
ough and make sure you are doing the 
right thing.

•	 Be safe; never give out personal details 
like home address and phone numbers, 
or	any	financial	details.

Using	social	media	for	personal	
use?
If you use social media for personal use 
in your own time, be careful that any 
comments made are carefully consid-

ered as any inappropriate comments could 
impact on the Councils reputation.

Monitoring	social	media	usage
All corporate social media accounts 
are registered and administered 
centrally and systems are in place to 
enable all discussions and comments 

made about the council or related subjects 
on social media sites to be reviewed.

How	do	I	access	social	media?
Requests should be discussed with 
your line manager. An access request 
form should be completed and sent 
to the customer strategy and digital 

services team for approval.  Contact the 
team at social.media@eastriding.gov.uk.

Contact	the	team	at
social.media@eastriding.gov.uk
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